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The network has become an integral part of an enterprise.  The rapid growth in networks has created 

a need for greater network performance and manageability.  The cloud, new apps, mobile, and IoT 

are among the technologies driving the growth of networks.  In this landscape of rapidly advancing 

technology, businesses must find ways to manage the many connected devices in the enterprise. 

 

Network configuration is the process of assigning network settings, policies, flows, and controls in 

networking devices. Network Configuration Management (NCM) is a broad term for the organization 

and management of a computer network. All types of networks, including local area networks, 

wireless networks and virtual networks, need maintenance, modification, repair, and general 

monitoring. NCM involves collecting different information about hardware devices, software 

programs and other elements of the network in order to support administration and troubleshooting.  

 

NetGain NCM is a powerful and yet easy to use tool to manage the configuration of the network and 

devices.  Using NetGain NCM to automate the management of your network configuration will reduce 

time spent on repetitive yet necessary tasks, coordinate changes throughout the network, and help 

ensure your network runs at peak performance. The software will minimize configuration errors and 

optimize the security of your network.  

 
 

 

 
 

  

NetGain Network Configuration Management  
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BENEFITS 
 

 

Improve operations through automation 

Config management is an essential part of managing the network.  In large 
networks with hundreds or thousands of network devices, it is necessary to 
automate the mundane but required tasks such as config changes and 
backups.   Automating the task through the NCM frees the operators to 
focus on doing more valuable tasks. 

 

 
 

Minimize human errors  

Many studies have shown that the number one cause of network outages 
is human errors. One of the common error is the misconfiguration of 
network devices, which can lead to broadcast storms or total network 
meltdown. By automating the process of config management, an enterprise 
minimizes the chance of human errors in network settings. 
 
 

Optimize your network security 

Network security is one of the layers in the defence-in-depth strategy that 
enterprises take to counter cybersecurity threats.  Config changes on a 
device can undermine network security and damage the privacy of users.  
Proper control and management of the network settings is critical to the 
security of the enterprise.   
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FEATURES 
 

 

Automatic config backups 

The system sets a baseline for the configuration, and regular backups are 
taken of the device configs and saved.  The operator can set scheduled 
backups so that the process is done automatically. The operator can 
search for specific config versions.  Besides saving the backups, we also 
support push of configuration to the devices.   

 

 
 

Bulk push and pull of configs 

The system offers the capability to do bulk push and pull to a group of 
devices as defined by the operator.  The operator can also use pre-defined 
templates for the devices. This makes the process fast and easy for the 
operator. 
 

 

Live comparison for config changes 

The system shows live comparisons for different configs of the devices. 
The changes are highlighted for the operator. An alert can be generated 
when there are changes found, and the operator can be notified by the 
system. 
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ABOUT NETGAIN SYSTEMS 
 

Founded in 2002, NetGain Systems is a pioneer in the IT monitoring business and has established 

local teams throughout the Asia Pacific Region, including Australia, China and Singapore. 

 

Regardless of location, type, size, or complexity, our solutions give customers the power to monitor 

their IT services, infrastructure, applications and devices with ease, all from a single management 

dashboard, so you can maximize uptime and achieve IT excellence. 

 

By understanding that every organization’s IT environment is different, NetGain’s dynamic solutions 

are designed to be uniquely adaptable, fitting the unique demands of your operating environment 

and evolving with your growing organization. 
 

http://www.netgain-systems.com/
mailto:info@netgain-systems.com

