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Challenges for the Digital Enterprise 
 
An enterprise today has to be a digital enterprise.   The use of technology in all aspects of the 

business – sales, marketing, operations, finance, manufacturing, employee and stakeholder 

engagement, and management is critical to the long-term success of the enterprise.    

The World Economic Forum 2018 insight report "The Digital Enterprise Moving from 

Experimentation to Transformation" calls digitalization as both a threat and an opportunity.  

While there is the promise of great positive bottom-line impact, digitalization can disrupt an 

enterprise's existing business in a massive way.  Witness the success of Uber and Airbnb, who 

have totally disrupted the taxi and hospitality incumbents on a global scale.  The key message here 

is that an industry disruptor can come from anywhere and eat the incumbents’ lunch. 

 

One aspect of digitalization that is rarely discussed is the impact of IT downtime on the enterprise.  

As enterprises transform their business process with digitalization and technology usage, any 

downtime will cause disruption to the business.  Gartner estimates that a minute of downtime 

costs an average enterprise $5,600.   Furthermore, downtime impacts the enterprise in other ways.  

Share price, company reputation, and customer and employee satisfaction are all impacted by 

downtime.    

 

Another major challenge is the cybersecurity threat.   The Center for Strategic and International 

Studies estimated that cybercrime cost the world economy US$1 trillion in 2020, and the threat 

continues to grow each year.   

 

The enterprise will need to exploit the benefits of digitalization and manage the risks and threats.   

The enterprise must be able to have an IT infrastructure that is reliable, available and secure.  The 

enterprise must have visibility to how their IT infrastructure is behaving at all times, be alerted 

proactively to anomalies and breaches, and be able to gain actionable insights from the IT 

infrastructure.  

The smart use of technology promises to generate cost 

savings, grow revenue, promote healthy public relations, 

and deliver more profits for the enterprise. 
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Opportunities for MSPs 
 
Enterprises may choose to manage their IT infrastructure in-house or outsource some or all parts 

to a Managed Services Provider (MSP). 

 

Managing IT operations is a costly and challenging task.   Besides heavy investment In tools and 

systems, the enterprise must have a team of engineers who are trained to manage the systems 24 

x 7.    Many enterprises look outside for expertise to manage part or all of the infrastructure. 

 

IT Management-as-a-Service (IMaaS) promises to deliver a committed IT infrastructure uptime.   

The MSP provides the tools, systems and people to meet the SLA.   There is usually lower upfront 

investment from the enterprise compared to in-house management, and the fees are usually paid 

on a monthly basis as an OPEX. 

 

IMaaS also addresses IT resource challenges.  IT teams all over the world are constrained by 

working with limited human capital, while facing an exponential growth in responsibilities.  The 

MSP takes away the headache of acquiring, training and retaining the IT engineers from the 

enterprise. 

 

For the MSP, IMaaS presents a huge business opportunity.   They build the tools and system once 

and can use the same infrastructure to service multiple clients.  The MSP also builds expertise 

that allows them to scale their business without corresponding growth in costs.  Lastly, the MSP 

gets the opportunity to develop stickiness to their clients, and this allows them to have a long-

term relationship with the clients. 
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What do enterprises look for in an 

MSP? 
 
Many enterprises look for an MSP partner that they can work with for a long time.   The MSP 

partner should save them money in the long run, but beyond that, they look for a partner that can 

help improve their operations and help them gain a competitive edge over the other players in the 

industry.   

 

Some of the important factors enterprises demand: 

 

• A proven track record 
 

Enterprises look for an MSP that has experience servicing companies which are similar to 

themselves, either being in the similar industry, or similar size (revenue, employees, 

infrastructure and devices).    The MSP must understand the business and technical 

challenges of the enterprise, so as to anticipate potential problems and have a quick 

response to real problems. 

 

• Management, people and systems 
 

The MSP must have a good combination of management team, engineers and other 

support employees, security personnel, and also the tools and systems to automate the 

monitoring and remediation of problems.   Ideally, the system should provide extensive 

visibility of the health and security posture of the enterprise and work seamlessly across 

the MSP for greater efficiency so as to minimize response and resolution time of issues. 

 

• Cloud migration experience 
 

Most enterprises today are moving from on-prem infrastructure to a hybrid environment.   

The MSP must be able to monitor the infrastructure as one, regardless if the enterprise 

infrastructure is on-prem, private or public cloud, or hybrid.  The MSP must also be able 

to provide best-practice advice to the enterprise as they move more workload to the cloud. 

 

• Security expertise 
 

Security remains one of the chief concerns for enterprises today.  The MSP must have the 

necessary skillsets to find security issues, analyse them, and remediate and resolve the 

issues quickly, and prevent the issues from recurring in the future.   
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• Continued reporting and analysis for improvements 

 

The MSP must be continually looking to improve and perform better.  The MSP must be 

able to generate the right reports and analysis, and then use the information to review its 

processes, find ways to do things better, and demonstrate improvements in KPIs. 

 

What do MSPs look for in the 

monitoring system?  
 
In providing the IMaaS, the MSP relies on a system that would allow them to gain visibility to the 

enterprise network, provide alerts and notifications, allow automation and integration to other 

systems to ensure efficient workflow from problem identification to resolution. 

 

The monitoring system must do the following: 

 

• Ability to provide actionable insights from infrastructure data 
 

The system must gather data from all types and brands of devices and systems.  The types 

of data include device metrics, syslogs, SNMP traps, traces and so on.  The data must be 

able to be normalized so that automated data analyses can be applied.   The data can then 

be used to provide configurable management dashboards, predictive analytics and reports 

for both business and technical users. 

 

• Ability to integrate into other systems and automation 
 

The MSP has a heterogeneous environment with multi-vendor tools and systems, such as 

trouble ticketing, OSS, BSS etc.  The monitoring system must be able to integrate 

seamlessly into these systems and provide an end-to-end workflow for automation. 

 

• Multi-tenancy to support different clients and their networks 
 

The system must be able to offer multi-tenancy capabilities, so that the MSP can use one 

tool to manage separate clients’ networks, and yet have a single view of the overall health 

of the networks.   The client’s data must be segregated and never mixed. 
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• Flexible and open solution that allows for future expansion  

 

The system should be flexible enough to allow for new features, functions, devices, threat 

rules etc. in the future. The MSP must have the ability to make the changes through APIs 

or through the tool. 

 

• Solution that can be deployed very quickly 
 

Speed to revenue is very important for the MSP.   The solution should be able to deploy 

within a short time, devices and systems added to the monitor quickly so that the MSP can 

bill the enterprise in as short a time as possible. 

 
 

  



NetGain Systems 

OBSERVABILITY PLATFORM FOR MSPs 
 

 

 

Maximize uptime. Develop insights. Provide Answers. 

7 

 

The NetGain solution 
 

 
 

NetGain products 
 

NetGain provides software for infrastructure monitoring and security management.  There are six 

products in the portfolio, namely: 

 

• Infrastructure Monitoring 
 

Real-time monitoring of IT infrastructure across various IT environments, on-prem, cloud 

or hybrid.   Single repository of infrastructure data, with automatic correlation and 

analytics functions.  Provides threshold, alerts, notifications, reports, and user-

configurable dashboards.  Provides visibility across the IT systems. 
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• Log Analytics 

 

Ingestion and normalization of different log data from different sources such as servers, 

networking devices, security and more.  Consistent data sets allow for correlation, search 

and query and data manipulation.   Ability to search and query at high speed.  Watcher 

function sends alerts based on key words or phrases.   

 

• Security Analytics 
 

Detect threats in real time and investigate security signals across metrics, traces, and logs. 

Provides visibility into common data sources to improve operationalize of IT security. 

Cost effectively collects a massive volume of logs and selectively process those that needs 

to be monitored.  Ability to add new threats and threat intelligence quickly. 

 

• Application Performance Management 
 

Provides full visibility into the health and functioning of applications regardless of the 

deployment environment.  Distributed tracing across microservices, hosts, containers and 

serverless computing.  Gain deep insights into application performance and bottlenecks 

in the applications. 

 

• Network Traffic Analytics 
 

Analysis and visualization of the flow of network traffic in cloud-based or hybrid 

environments.  Monitor the flow of network traffic without sacrificing performance.  

Presents graphs of top N users, such as IP source, destination and application types. 

 

 

• Network Configuration Management 
 

Automatic save and restore of network device configurations.   Allow comparisons 

between different versions to see changes.  Minimize user errors though automated 

scheduled saves. 

 

  



NetGain Systems 

OBSERVABILITY PLATFORM FOR MSPs 
 

 

 

Maximize uptime. Develop insights. Provide Answers. 

9 

 

How NetGain works 
 

The following illustrates how NetGain works: 

 
 

NetGain collects data from the various IT devices from the user site.  The site could be an on-

prem site or cloud or both.   Using common and open protocols, NetGain collects metrics, logs 

and traces into the NetGain system. 

 

The data is normalized, processed and stored in Elasticsearch database.  NetGain then checks 

the data against set thresholds and then send alerts and notifications should the threshold be 

exceeded.  The user also has access to dashboards, reports, threat rules and more in the NetGain 

system. 

 

The second illustration below shows how the NetGain cloud solution is deployed: 

 
 

The customer installs a lightweight software called emedge at their local site and / or cloud.  

Emedge collects data and forwards them to NetGain in the cloud.   Once NetGain receives the 

data, then it processes it like the earlier illustration, and the user can view dashboards, reports 

and other functions from NetGain in the cloud.  
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Case Study 1 - Major Asian Telco & MSP 
 

 

 

This company is one of the largest telcos in Asia. 

 

The telco has a full nationwide network that provides mobile, fixed, broadband, ADSL 

connectivity, and managed services, serving consumers and enterprises.  They built 

their network over time using a multi-vendors strategy, and as such, the heterogeneous 

network is complex, and they had different monitoring systems in place.   They had 

occasional network outages and had trouble finding the root cause. 

 

As such, they looked for a system that could bring all the different monitoring systems 

together. 

 

They deployed NetGain’s Enterprise Manager solution to monitor and manage all their 

national and regional networks, including IP Core, MPLS, IPRAN networks, WIFI 

networks, and managed services for enterprises and SMBs. 

 

Today, NetGain is used by the NOC, operations and management teams on a daily basis 

to monitor over 600K devices and more than 1M elements. 

 

One of the key value propositions of NetGain is the ability to grow the system as their 

network grows.  The NetGain team helped them to automate key functions such as 

alarm correlation, map displays, different custom reports, workflows, network 

configuration and backups, SMS integration etc.    
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Case study 2 - Major Asian Telco & MSP 
 

 
 

This company is one of the largest telcos in Asia Pacific, with equity ownership and 

strategic investments all over Asia. One key business is providing IMaaS to enterprises, 

government and SMB. 

 

They have built and continue to expand and upgrade their national infrastructure.   As 

a telco, one of their key challenges is the continued decline of ARPU in the traditional 

telco business.   They recognized early on about the need to go higher in the value chain 

and provide more services to their clients. 

 

This telco partnered with NetGain and have deployed NetGain to provide managed 

services in the following areas: 

 

• Managed IT operations for enterprises and government agencies 

• Managed Wi-Fi hotspots for enterprises and the national Wi-Fi network 

• Systems integration projects 

• Managed IP surveillance services 

 

They recognized that with the NetGain platform, the installation was effortless and they 

could gain ROI return very quickly.  They used NetGain to monitor more than 100K 

devices and were able to deliver 99.9% uptime for their clients. 

 

Besides the reliability of the software, NetGain was able to work with them to customize 

and enhance features, and also to integrate into their other backend systems.    
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"Installation was effortless, lightweight and 

flexible. Our old product required us to install SQL 

servers for each hotspot and would have made our 

monitoring operational and price challenging for 

our own client". 

 

"Without a good IT monitoring system put in 

place, IT data outages could cause catastrophic 

resulting in hefty business losses". 

 

What they find valuable with the NetGain Offering: 
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Case study 3 - Asian MSP 
 

 

 

 

  

 

  

This MSP provides IMaaS to Asian companies with global footprint.  This innovative 

player has expanded beyond the usual managed operations into security and IoT 

solutions and operations management. 

 

The challenge that this MSP faced was that their client, a large government agency, 

needed help with building and operating a SOC.   They needed a SIEM solution that 

would fit the specific requirements of this client, and that would also satisfy the 

guidelines of the national cybersecurity agency. The system needed to be highly 

scalable, fast-performing and easy to use.   They turned to NetGain and NetGain was 

able to adapt our solution to meet their needs. 

 

With NetGain’s single pane of glass solution, this MSP was able to expand their scope 

with the client beyond IT monitoring into security management.   They continue to 

partner with NetGain to drive new value for their clients. 
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Case study 4 - International MSP 
 

 
 

 

 

 

 

This MSP is an internationally established company with offices all over the globe.  

They have presence including data centres and operations centres in several countries 

in Asia Pacific. 

 

They deployed NetGain as the platform to monitor the infrastructure for several 

financial institutions in Hong Kong and China, a major transport operator in 

Singapore, and several other large enterprises with regional operations. 

 

One challenge this MSP faced was with a major client in the finance industry in Hong 

Kong, one of the biggest banks in the world.   The network was global, multi-vendor 

and had many legacy systems.   The bank was using another monitoring product that 

had end-of-life the support for legacy systems.   The MSP turned to NetGain for help, 

and NetGain was able to demonstrate the ability to support those systems without any 

issue.  Today, NetGain is used as the main monitoring platform for the bank. 

 

The MSP operations team use NetGain on a daily basis.   The number of devices that 

are monitored using NetGain has surpassed 10K.   The MSP has upgraded to the latest 

version and is now trialling more products with NetGain.  They find NetGain to be 

reliable, flexible, and easy to work with.   
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Why NetGain? 
 

 

 
MSPs have partnered with NetGain and the relationships have deepened and expanded over time.  

The key value propositions that NetGain brings to the MSPs include: 

 

• True single pane of glass solution 
 

The NetGain product portfolio works seamlessly together.   The GUI is unified and 

developed for better UX of the users.  The solution is feature-rich and yet easy to use.  

Under the hood, NetGain uses Elasticsearch as the database, and this unified approach 

allows high performance and the ability to use standardized data for analysis. 

 

• Multi-tenant solution for the MSP 
 

The single pane of glass approach extends beyond the users to the MSPs as well.  The 

mulit-tenant solution ensures that each client has a separate instance, and yet the MSP 

has a consolidated view of their clients’ instances.  The multi-tenancy can even be used 

within a large enterprise with multiple subsidiary – each subsidiary can be a separate 

instance with the HQ IT having the consolidated view. 
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• Fast deployment of the NetGain solution 

 

NetGain uses the cloud for the main processing engine, and the user only needs to install 

a thin software called emedge at the local site (or their cloud).   In minutes, the user can 

start discovering devices and start monitoring.  This fast deployment capability ensures 

that the MSP can start invoicing quickly. 

 

• Customizability and flexibility 
 

NetGain understands that the MSP runs a multi-vendor operation, and as such, NetGain 

solution can be configurable to the environment.  NetGain is also able to customize its 

software to fit into the different systems, such as trouble-ticketing, notifications, reporting 

etc.  MSPs value such close partnership as we are able to fit into their workflow. 

 

• Team with deep experience 
 

NetGain has been in the business for more than 18 years and have serviced medium and 

large enterprises.  We understand the challenges of the IT operations team, and we also 

understand the challenges for the MSP.   
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Talk to us 
 
 

 

 

 

  

 

Founded in 2002, NetGain Systems is a pioneer in the IT monitoring 

business and has established local teams throughout the Asia Pacific 

Region, including Australia, China and Singapore.  

 

Regardless of location, type, size, or complexity, our solutions give 

customers the power to monitor their IT services, infrastructure, 

applications and devices with ease, all from a single management 

dashboard, so you can maximize uptime and achieve IT excellence. 

 

By understanding that every organization’s IT environment is different, 

NetGain’s dynamic solutions are designed to be uniquely adaptable, fitting 

the unique demands of your operating environment and evolving with your 

growing organization. 
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